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EzIP Project proposes to revamp the Internet from the ground up by streamlining its configurations and 
operations to mitigate issues all the way up to the cybersecurity vulnerability. Since EzIP touches quite a 
few aspects, it has been challenging to present it concisely, yet sufficiently clear to a wide range of 
audience.

This short presentation distills the essential technical considerations to establish a parallelism between  
the currently predominate Internet operation mode, CDN (Content Delivery Network) and the RAN 
(Regional Area Network) proposed by EzIP. 

Basically, both CDN and RAN have the same architecture, while utilizing separate address netblocks. 
This difference contributes to the notable behavioral disparities.

Therefore, it would become apparent that the EzIP network is in fact a minimum-effort enhancement to 
the current Internet, 
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We will utilize a couple graphic diagrams to describe the related architectures.

This is the basic Internet configuration: 

CR (Core Router) -> ER (Edge Router) -> RG (Routing / Residential Gateway) -> IoTs (Internet of 
Things).

Due to the limited IPv4 address pool, there are not enough addresses to identify the whole global 
population, let alone the expected IoTs. It is barely able to handle subscriber premises. 



 CG-NAT Overlay        

100.64.0.0
100.64.0.1 100.127.255.255

CG-NAT Router

(x4M)

CDN

192.168/16

Notebook

Security

Camera

10/8

EEG
RapidSOS

Mini Med.

Pump

Avinta Communications, Inc. Milpitas, CA, 95035 USA

RANvsCDN.PRZ 3 Rev: 202609271825/ayc

CG-NAT routers operate with 100.64/10 (RFC6598) addresses to expand an IPv4 public address between 
an ER and 4M subscribing entities. Within each CG-NAT cluster, peer communication is possible, only if the 
addresses are unique, i.e., not dynamically reassigned. Beyond it, the NAT mechanism renders 
inter-CG-NAT connectivity difficult.

To serve most markets, a CDN (Content Delivery Network) requires more than one CG-NAT cluster, each 
reuses the same 4M addresses. These dynamic reassignment of the same addresses results in a none 
unique subscriber identification system. For most countries, multiple CDNs are needed. Without an explicit 
plan of identifying these CDNs, this practically stops every subscriber from contacting any other to initiate a 
peer-to-peer communication session. 

The global Internet configuration consists of even more CDNs. Properly labeling each of them to be 
addressable poses another layer of hurdles against the end-to-end communication between subscribers.
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Overlaying the CDN on the basic Internet, the current predominant Internet configuration is established.

Although CG-NAT technology successfully facilitates content delivery by sharing the limited IPv4 address, it 
prevents the end-to-end connectivity that is the rudimentary capability expected of a global communication 
infrastructure.

Without peer-to-peer capability, today's Internet operates in a master-slave mode whereby slave initiates the desire 
for a communication session. Then, the master takes over serving as a bulletin board or an information clearing 
house. On the other hand, a master may initiate a session to any targeted active slave to start a service such as 
instant messaging, video chat, etc. Consequently, Internet operations become centralized by limited few providers, 
depriving subscribers from the original core promise that the Internet is open for everyone.
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To look at the EzIP network, let's start from the Basic Internet configuration again:

CR (Core Router) -> ER (Edge Router) -> RG (Routing / Residential Gateway) -> IoTs (Internet of 
Things).
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SPR switches operate with 240/4 (Class E) addresses to expand one IPv4 public address between an ER and 
256M subscribing entities. Within each SPR, static address operations enable peer-to-peer communication. 
Without reused addresses, the inter-SPR connectivity within one SPR cluster is also possible.

To serve a market, a RAN (Regional Area Network) requires one SPR cluster using one 240/4 netblock with a 
total of 256M addresses. Although architecturally the same as CDN, the 64 fold address capacity enables RAN to 
avoid the limitations imposed on CDN. 

The size of this pool enables an RAN to serve a community with significant size of population by assigning static 
address to every subscriber within the same RAN. Thus, any subscriber initiating a direct communication session 
to another within the same RAN becomes natural, like an old fashioned telephone call.

Global RAN configuration consists of finite number of RANs. This allows identifying each with a static IPv4 public 
address, essentially the equivalent of international telephone call country code. So that any subscriber can 
contact another directly via a concatenated 64-bit (two-IPv4) address, realizing the true global end-to-end 
connectivity.
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Overlaying the RAN on the basic Internet, the proposed EzIP network is established. It has the same architecture 
as the CDN for supporting the current master-slave content delivery operations. Beyond such, the significant 
differences begin due to the size advantage of the netblock used.

The RAN's 64-fold addressing capacity increase over CDN enables the use of static address within a RAN 
supporting the initiation of a session by any subscriber to another, essentially mimicking traditional private 
telephone calls.

These streamlined Internet operations avoid the dynamic protocol stacks such as DHCP, DNS, AS and BGP that 
have been the primary source of operation unreliability and cybersecurity vulnerability.

Since both CDN and RAN are overlay networks on the same basic Internet and each is addressable from the 
Internet core via an IPv4 public address, respectively, they can coexist indefinitely. During the RAN introduction 
phase, users can subscribe to either or both facilitating experimenting and comparing between the two before 
settling on which.  

Note that the number of worldwide RANs required is finite, because;
If each person is assigned with one 240/4 address, only 4 countries (India, China, US and Indonesia) have 
population exceeding the capacity of one RAN.
If RANs focus on serving premises, only India and China have more premises than the capacity of one RAN 
(based on US statistics of average three residents per household).  


